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High Performance SOA Part Il - Built-in WAS SOA

In part | of this SOA (a.k.a., Service Oriented Architectseaps| discussed some
of the real business gotchaselated to SOA that if not covered off, can produce
large failures for your organization and not to mention for your careepain Il of
the SOAseries,we primarily discuss the builbh Web services(a.k.a., WShacilities
available in the latest release of WA&rsion 6.1 (a.k.a., WebSphere Application
Server) That is functionality that ispart of WASND but you may not know there.
The lineup for the SOA series of articles includes:

A Part Ic The Business of SOA

A Part li¢ Built-in WAS SO& Web Services

A Part llic TheESBwvith WESB and WMB

A Part IV¢ BusinessProcess EngineeringVebSphere Process

WAShas both substantial but rawVeb servicescapacityand a lightweight ESB

(ak.a., Enterprise Service Bus the form of aSIB (a.k.a., Service Interface Bus)

This constituteshe basic componentir a SOAsolution Incorporating the Process

Server for process management and a heavier weight ESB via WESB and/or WMB
will increase capacities in the form of higher performance, scalability and reliability.
Incorporate ahigh performanced R & Ko 2 I NR¢ &SNP 2 8z2 4z 815  :
ConsideringlITCAM for RTT, SOA and WebSphere or equivalent is paramount.
Lasty, there are a number of gotclkawith these products as well asurrent
standards that areaddressed irthisissueand follow onarticles

Change Fast 7 Neuroscience Tells Us How

According to new researclpeoplewho actively learn new
ways rather thanare passivelytold new ways tend to
change their thinking faster. Active learning cause
epiphanies thattrigger structure neurological changes in
the brainthat are permanent

The studyindicates one part of the brain; the prefrontal
cortex is responsible for change while the basal ganglia
stores the familiar processes. The problem with change is
that the prefrontal cortex takes a large amount of energy to sustain in terms of
glucose supply. Thei@re, people tend to use the old ways to conserve energy. The
FTEALI AARS 27 fliKiA&a Alad éie LOdhdvE Bfe@@nitgizkS a
key points produces aepiphany® | &Ay 3 awl QZoond @ atShéd A a ( 2
point of an epiphany neweurological structures are formed very rapidly in the
brainthat make the new way of thinking permanent
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The key pointghat comeout of the neurological research that will maximize the change effort are:

1. Prefer activelearning by staff versugpassive ommunication by leadersFor example, if the company
wants mproved system reliability through automated monitoringave people trained up othe
products At some point in the learning processdividuals will have that almportant epiphany and
your nitiative will move along swiftly.

2. Prefer physically fit people.Fit individuals have a better supply of energy available for the key
neurological change componeqgthe prefrontal cortex.

3. Prefer fast learnersThat means looking for evidence of fast ldagin your people ofuture staff
Learning causes epiphanies and epiphanies cements in the brain the new ways of doing things.

SOAi What 6s S| oBusmgss Nawn?

Research overwhelmingly has demonstrated that #sdst movingmarkets

where a smdledge can mean dramatic revenue gaimclude the finance,

\ capital distribution and insurancéndustries What slows you down are
procesegs that are notwell understoodthat can neither work nor change

fast. Compounding this isxpensive activitieshat I NS & 6 IwithSdw A y €
value activitiesthat impedetheir re-allocation to either lower cost IT, lower

cost labor or bothThink outsourcing low value activity, but only if you can
break thenegatlvea 0l 1 SR A Y Eurréntly 0N tekbdst ways today | S¢é¢ @2 dzNJ Sy i S NLJI
performance is through SOAOA process fengineering sccess factors include tech savvy management,
engineering versus just coding SQ#greasedcentralized SOA management and enterprise versus LOB based
profitability incentives.The key question to ask is: Will L®Bay for the services or will accessflbe=e? Free
accesswill likely resultin over use of your services and asat@il resources. In addition, accounting for service
charges will increase costBottom line is eitheryou move fasteror your customers will moveo faster
competitors.

SOA1 Old Technologyt hat 6 s Sdu®ewnng

Even themajor technology vendors are frantally replacing their old
technology(that they use to sell to yguwith their own newSOA based
productsc YR GKS& OFyQl R2 AG FlLad S
biggest dogs are eating their own dog footinally. Imagine wha A U
for your company. Anthe key technical reasons for the switch to thexhe
generation of technology is the ability to move faster while loweicosts
through standards better ways tadiscoveroffered services in redime and
the reduction of a large problem that all enterprise encounter
interoperability. Arguably, the basframework for the next generation of technologies is SQAe current
downside of SOA hat 1 SOKy 2t 23& &idl yRINRa OFyQi o6S |aINBSR 2y
enough to keep up wittthe speed at which some marlseheed tochange

The key means to currently implemerfast SOA is throughVeb services The important newWeb services
capacities are global transaction capacity (V6.0), compensation on long running business processes (V6.1),
message level security based on mature standd6.0), StatefuWeb serviced Y R & LJdzof A A K | y R
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facilities (V6.1).Interoperability issues include WSecurity that does not work across WAS versions, the
Software with Attachment (a.k.a., SwA) standard tlsathe accepted W&approach that Microsoft does not
implement and complex data types that likely will not translate across platfoRegformanceconsiderations
include usingNVeb servicepredominately close to the business domain, client caching for data with low update
frequency and XMbardware accelerators for fast XML processing. Use sttib servicedor simplicity and

low cost and dynami@eb servicedor enterprise flexibility. Lastly, for advanced needs, consider using an ESB as
the broker in SOA solution®ither WebSphere Mesge Broker or WebSphere ESB.

SOA i A Quick Technical Review

SOA involves the orchestration @peatable business tasksown as services. The top technical drivers for SOA
are standards the pervasive ability taliscover serviceand widespreadnteroperability between systems and
applications. Although SOA is technology neutral, the best technology currently available to implem#érebt is
services coupkwith an ESB such as WebSphere Message Broker V6 and/or WebSphere ESB V6.

The core ofWeb servicesonsistsof arequesta, providerand aservice brokeas shown irFigurel. There are

two types ofWeb serviceg dynamic and static. Dynamieb servicehiave the provider publish services to the
broker. When services are required, the requestor discovers thecesnbly a request for service information
from the broker.In the case of atatic Web servicesno service broker is involved and the addressestaK I NR
g ANBREé Ay G 2 This KabsedNadj dézfablé ByMibeit simpler cayipharacteristics.

Service

S |
FPublish Driscower
Service + Request/Response Hm'

Figure 1 Service Oriented Architecture Fundamentals

In the context of WAS V6,1the functions of the Service Broker can be accomplished by theibuilDDI
registry.Although not shown on this simple diagram, the biunltSIBcould be used within WAS to mediate and
transform requess between providers and requestorBor example, ransformatiors could include changing a
provider XMLformatted message into a format theequestor understands Lasty, Figure2 shows the IBM
products and where they fit within its reference architecture.

Toronix Engineering Corporatigrwww.toronix.com



V ORONIX

Aheadof the Packg The Source for High Performan¥éebSphereSCA

=
5 w Business Innovation & Optimization Services
g..g WebSphere Business Integration Monitor =
= £ a
@ @ 2 E
A . . . . . > a
] Interaction Services Process Services Information Services =l
w
Rational WebSphere Portal WebSphere Process WebSphere - =
Application Server Server Information Integration - =
Dreveloper
[ L1 = IEM Tivali
WebSphere || | WebSphere ESB ESB WebSphere Message Broker v Composite
Integration ] Application
Developer Manager
WebSphere Partner Services Business App Services Access Services
Business WehSphers WebhSphere WebSphere Business
Integration Partner Gateway Application Server Integration Adapters/HATS
Modeler
Infrastructure Services

Figure 2 SOA Reference Architecture with Product Mapping

Web Serwces 1017 Web Services Standards that Really Matter

Web services is software system desigd to maximize interoperability between
machines commuicating over a network. It is als setof specifications of which,
only certain partswill likely be implemented into vendor productsand used
extensivdy by customersin the long run, WS components that do not get used
sufficiently will likely be deprecated from productgure3 shows most of thaVeb
servicesas of late 2006Themost widelyusedand entrenched specificationsare the
most mature (show in blug) andincludeHTTP(S) (transport foundation), XML, SOAP,
WS and BPEL (@siness Process Executibanguagg These standardprovide the
basics for communication and constructing service¥he up and coming WS

standards include JMS WSAddressing, WSReswrces WSSecurity, WS&\tomicTransaction, WS
BusinesActivity Here is a brief description of thekeyWeb servicestandards:

SOARs the specification covarg the exchange of XML based messages between the three actors in
SOA¢ provider,requester and broker. Each soap message has a standafdizedt, envelope, header
and body.

WSNotificationa G I Yy RF NRAT S& GKS aLJzof A aK |y RIt nawlbasbe@mMNA 0 S £

incorporated in WAS V6.1.

WSAddressing and WResourcesogether provide foiStatefulWeb services

WSCoordination and W&AtomicTransactionslelivers the ability forWeb servicesto engage ireither
single onwo phase commitransactions d.k.a.,2PC global transactions

WSBusinessActivityprovides for the ability to engage in compensation for long running actiaties
thereby offersa vehicle for rollback to premiis process states.

MTOM isan emerging standard for the transfer of attachmenCurrently MTOM isl & @ g LLINGGNI
standard hat most vendors consider the futurgreferred means of document excinge such as PDF,
Word and otherdocumentformats. The besturrent means of document transfer is either SOmEh
Attachment(a.k.a., SWAQr pass by reference via a hyperlink to the documétfortunately,SwA does
not interoperate withMicrosoft.NET architecture
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e WSDLis an XML basedocumentstandardthat details acceptable requests that WS providercan
make The requests are in the form of operations, their parameters and data types passed in and out
from the service providei-or dynamidVeb servicesthe WSDL file is published to the serviceher.

e UDDIg Universal Discovery and Definition Interface allows for dyn&ieb service.

e WSSecurity is an extension to SOAP that provides message level security. It includes message
authentication, integrity through message signatsjrand privacy through encryption.
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Web Services 1021 Standards that Your Team can Actually Use
The following table shows the standards added over ket severalversiors of

WebSyhere. The new aditions in version 6.1 are th8tatefulWeb services ability. Standards
through WSResources and W&ddressing publish and subscribe through WS

Notification and the ability to compensate for long running proceskesugh WS
BusinessActivityThe early and stable standaratelude W

WebSphere

e WSI Basic Profile V1.QWS Interoperability Organizationg includes SOAP
V1.1, WSDL V1.1, UDDI V2.0 (Dyn&¥eb servicesand XML V1.0 among some other minor standards.

e JAXRP(C; JavaAPI for XML bRRPC providethe protocol fordistributed computing Remote Procedure
Calls &.k.a.,RPC) is a networking protocol that has existed for decades aratiabvery platform today
has thisas an operatingystemservice

e JSR109 V1 ¢ Thisstandardis also knowras WSEE VIL.¢ Web servicesor J2EE.
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e Multiple Protocol/Encodes GOAP/IMS, EJBJThe WebSphere SOAP engsugpports session EJBnd
SOAP over JIM&sWeb servicesThis is an extension to th&pache Axis enginghichthe WebSphere

SOAP enginis based on

e Performance Monitoringg There are manyVeb serviceselated performance vewer counters including
response time and payload size to name a few.

WebSphere
Application
Server

Web service runtime

Web service features

Version 4.0
Version 5.0

IBM SOAP
(based on Apache SOAP)

Mot WS-1 compliant

Version 5.0.2
Version 5.1

IBM WeabSphere
Apache Axis V1.0
1BM SOAP

WS-l Basic Profile V1.0

JAX-RPC V1.0

JSR109 V1.0

Saad V1.1

uDDl va2.0

WS-Security (OASIS Draft 132)
SOAP/JIMS support

Web services caching

Web services performance monitoring

Version 6.0

IBM WeabSphere
Apache Axis V1.0
IBM SOAP (deprecated)

WS-l Basic Profile V1.1
JAX-RPC V1.1
JSRA09 WA A

sAAd V1.2

uDDl V3.0

WS-Security V1.0

WS-Addressing

WS-Coordination

WS-aAtomicTransactions

JAXR support

Multiple protocol/encodings
(SOAP/JMS, EJB)

Web services caching

Web services performance monitoring

Version 6.1 IBM WebSphere
Apache Axis V1.0

Same as V6.0, plus
WS-Addressing
WS-Resources
WS-BusinessActivity
WS-Motification

Table 1 WAS V4 to V6.1 Web ServicesFeatures

Web Services 2017 High Performance Gotchas that can Hurt You

> Performance best practicesncludes implementing WS as close toe

Z business domain as possibl®outinely e dynamic WS but for high

performance, some services may have to be made static to increase
throughput. Like a car inlormula 1 raceyoureAy 2y S A F &2dz RA

¢ know), consider providingour team with an intelligent dashboard so you can

win at SOAG think ITCAM orequivalent Also,consider a hardware XML

accelerator,enablingclient side caching, use thé/ebSplere SOAP runtime

engine and avoid large SOAP messagjbe best understood and most deployed means of authentication with

WS on WAS is using the LDAP token apprdachsider the following potential gotchas:
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Web services are designed for interoperability not
performance There is a critical tradeff between
performance and interoperabilitySOAP over HTTP/HTTPS
has a high cost related to the marshalling and- un
marshalling of XMLWeb serviceshould be used where
functionality needs are at a coarse gréével usually close

to the business domain as opposed to the technology
domain.This decision will be more of an artama science

For example, business versus technology domain would
SydFrAt dzaS OFasSa adzOK & ab§
respectiely. Messaging between applications that is
typically high traffic is likely not a good candidate Ydeb
servicesunless it solves a large interoperabiliyoblem-i KS &GRSy aAirdeé¢ 2F GKS YSa:
low. This will slow throughput while dmaatically increasing resource utilization.

Interoperability

Static vs. Dynamic WS

Performance Dashboard

Use staticWeb servicego keep things easy, simple and lower cost, use dynaiieb servicesf you need

the flexibility and your team can handle the additional complexitWWhen aWeb service will not likely
change much in the future in terms of locatiorequest/response format or data types, embedding
destination addresses in the applications (called endpoints) makes sense. When either the opposite is true
or you want to keep the flexibility in the systenmsaidynamidVeb services. This will require services to be
registered in a third component called the broker. The cost and complexity increases. The headaches may
increase as well.

Incorporate ITCAMfor WebSphere, RTT and SA& equivalent tooling to improve performance and
lowering resource costs while improving reliability | NE R2y QG 02YS gAilGK2dzi R
goodreasorc @ 2dz 62y Qi 06S FofS G2 &SS ¢duRoboilérdudzof gagRthed 2 dzNJ
middle of nowhereor in the midile of a raceh a Y Qi I LjkewBd, DA &ng WebSphere can get you
anywhere you want to go, you just better be able to know hé&@ dze@hdsand how to fix it and fast

ITCAM for SOA, RTT and WebSphere will provide you with the performance andtyetiastiboard you
needwhile makingyou and your team look like performers

Consider an XML hardware accelerator such as the IBM DataP@natuct. Various models can act like a
lightweight ESBvith capacitythat includescontext routing, XML transformatip schema validation and
protocol switching (between, HTTP(S), MQ, FTP and others). Offload XML to HTML transfaatizitgn

that isdone in software by WAS or Portal to the DataPower hardwalso, equests with XML can h@e-

validated before beingent deeper into internal tierghat are much more costly, mission critical resources
Validation can include security inspection of XML for such things as DoS (a.k.a., Denial of Service) attacks.
The appliances can also interoperate with TAdk.a., TivalAccess Managegnd enforce authorization

policies earlyn a requests lifecycldat will pre.empt poor use of critical resources

Enable client side caching for negsensitiveWeb serviceglata. Sensitive data should not be cached for high
levels ofsecurity. Cachedala should be pdominately read only with a requirement for low frequency of
updates to prevent the risk of using stale data.

Use the WebSphere SOAP runtimEhisis the onlyengine that IBM will supporit also has extensi@for
JMSover SOAP and session EJB&els services

Toronix Engineering Corporatigrwww.toronix.com



FORONIX

Aheadof the Packg The Source for High Performan¥éebSphereSCA

7. Avoid extremely large SOAP messag@ghen designing youVeb servicestry not to send very large SOAP
messagegfor example, more than one megabyte). It is important to remember that a l|pegeentage of
processing time is spent in just the parsing of the S@#d3sages. Therefore, large SOAP agss will
cause a greatraount of parsing. This will result in high processing loads, and low througisn, avoid
sending large chunks of binary data within the 8ORessage. Javayte arrays(byte[]) can either be
mapped to xsd:base64Binary asd:hexBinary. In botlof these cases, the raw binary data must be
converted intoanother format (base64 or hexadecimal) that takes up more space. Morethare is the
addedperformance penalty of converting a byte array into the X&ithat, and from the XSD format to the
byte array. SOAP withitachments(SwA) may be an alternative. However, SOAP aitdkchments is not
interoperable with .NEWeb services

8. Use theWeb servicesTCP/IP Monitor¢ This tool will help expedite problem determination and assist in
eliminating bottlenecks in WS performance.

Web Services 3011 Interoperability Gotchas that can Hurt You

The key standardization gowence body is W8 which both IBM and
Microsoft are two ofthe leading members. Reducing gotchas include
deploying WS compliant applications, checking all systems for expected
WS standards, using \W&Rcurity across WAS Wb6aboveonly, minimizing
use of attachments (for now) anddacing the use of complex data types.
The imporant grouping of standards (a.k.a., profiles) in terms of

interoperability includes

¢ WS Basic Profile V1.1
e Attachment Profile V1.G; Guidelines for attaching documents to SOAP rages
e Basic SecurityProfile ¢ WSSecurity with REL, Kerberos, SAML, X.509

Key interoperability gotchas include:

1. Deploying Web servicesthat are fully WSI compliant.
This does not guarantee interoperability because other
services may not be compliant. However, it is a good
start. Set compliances RSAw! 5 ckT (2 aNBI dzA N

Set WS Compliance

Check Platform Standards

WSSecurity- WAS V6 only

Beware of Attachments
SOAP with Doc/Literal

Complex Data Types Headach

2. Check expected standard evsions across vendor
versions and platforms If interoperating with other
platforms (i.e. Microsoft) or earlier versions of WAS,
make sure what versions of the standards theye ar
expecting. For example, are the versions of Microsoft
Windows Server expecting SOAP V1.1 or SOAP V1.0.

Gotchasg your team spends a month troubleshooting a problem only to find out the Microsoft
platform had a service tt was expecting another versiarfi XML
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3. WS Security across WAS versions will not wakAS V5 and V6 will notteroperate with WSSecurity.
WAS V5 was based on a \®&curity draft while V6 is based on V1.0 of the specification
Workaround¢ None.Update WAS V4/applications to V6.

4. Sending attachmentss not going to be easy with the current state of standards.

a. Microsoft does notsupport SWA even thugh SwA isurrently the WSI standard.Also, XML
has no efficient solution for binary datahe WSC XML schema sges binary datalsould be
baseé4. This balloons code by 50% versus-ancoded data.

b. SOAP with Attachments (SwA) and ¥$&curity do not work together.

c. MTOM is the standards that vendors are championing BufiQUaNNB y G f & & G LI2 dzNIB |
Workaround ¢ Transfer attachments oubf band. For example, send a URI where the
attachment can be retrieved.

5. Use SOAP with Document/Literallhere are several combinations of communication and encoding
styles but for the best interoperability across J2EE and Microsoft platforducisnent/literal. SOAP is
covered under the WEProfile V1.1, which states the SOAP V1.1 specification should be used.

Gotchascli Qa | YSaal 35S 2 NKuBes in@dRprogradidhh® wolk KnetHe ekt NI
alternate, RPClliteral.

6. Complex data types will notikely translate across platforms with different architectures ((NET vs.
Java).In addition beware ofbottom up Web serviceslesignthat may have complex data typeldsing
Collectiors in Java and attempting to translate.NETtypes will likely not work correctly.

Workaround - Stick with builtin types such as Strings and Integer to provide greater
interoperability. Carefully examine the types that are produced in the WSDL. Refactor to include
only simple data types such asi8g and Integer since most platforms have these types.

Web Services 401 - New WS Capacities that Solve Your Problems
WAS V6 has several neWS capacities including global transactions,
compensation on long running processes, message level securitgfubtat
WS and publish and subscribe capaddyly the global transaction capacity
has low work effort and a small learning curve.

1. Global Transaction @&pacity (a.k.a., 2PC)

a. Why A lifpdrtant: Guards application data integrity Almost every crporation hasmultiple
datastores aml many applications have to manipuladata across several sourceid requires
two-phase commits thatlenost everyrealistic scenario within large corporations has today.

b. 1 26 A (i :Daplofenytne (Declarative) Low Work Efort. Neither WSEBtandards J2EE
1.5 nor WAS 6.1 allows @eb service to participate in the global transaction. However, the
combination of W oordination and W&tomicTransactions provide this capacityrough
issuance of a WAT Context@ordination Ths is simple to configure at deployment time
through the deployment descriptor it involves a configuration switch being applied versus
additional code injection written bylevelopers.Therefore, applications do not have to register
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explicitly WEAT partigpation. The WAS transaction services coordinates the transaction. @hus,
transaction that needs to gather information from several sources can have any mixture of
JDBC, JCAWfeb servicegalls that constitutes global transaction.

c. t 2GSy Al tIntA-Enietpise Gndy- Not recommended for across enterprise domains,
that is transactions across enterprises

2. Compensation on Long Runningdeéesses

a 2Ke AlQad AYLERNIFYydY ¢2 3Idz NR - QiaBZAtSEs @ngagyigRn | LILJ
business process automation need to be able to rollback process state to a previousipoints
time. This while maintaining integrity of the process and corporate ditar. example,a
mortgageapplication is abouto complete on Thrsday wheranerror is discovered iproperty
valuation thatoccurredmuch earlier in the process. The process may have to be rolled back,
process state updated andatabase changes undone. This requicesnpensation.On long
running process activés this is possible but only if WBUsinessActivitis enabledThese types
of activities include steps in a process that each run in the range from minutsysgmaybe
even weeks whereas short running ACID transactions listed in #1 typioal subsecond
durations

b. 1 26 A ( PiograRndngti§, High Workffort - The WSBusinessActivity (new in WAS V6.1)
standard and implementation in WAS provides the basis for the compensation services.
Compensation services are off by defaarid must be enabld for EJB that need to participate
in compensation.

c. t 20 Sy iAl & ThBedefd Kdn Qdilarge but there is a complexity cosompensation
services depend dfignificantadditionalengineering, design ardievelopment work in the form
of matching compensatiorbears and data objects (SDQ@ Service Data Objects)The
compensation beans and SB@re used to retain integrity while rolling back to a previous point
in-time along the associated business process.

3. Message Levefecurity

a. Why A Gifpdrtant ¢ Tighter curity, Higher Performance The big advantage of W&ecurity
is that it will allow security to be placed on different parts of a SOAP mesBaigdends itself to
0KS dalLlzfAadK FyR adzaONROSe LI GOGSNY oKSNB (F
For example, the ability to send one large message out to several destinations with several
sections secured.andors bidling on one or more parts of a reservation fohatel, car and air
travel often works this way. A message mape composed ofeveral pieces of information
where each piece should only be understandable by the intended receiver. Timgssage part
1 is understood only by receiver 1 and message part 2 should only be understood by receiver 2
However, each receiver receives thatire message so there needs to be a means to secure
selectively each part of the message. In this case, information security has to be done at the
message level versus transport level (e.g., HTTPS).

b. 1 26 A { (Piograringtti§, High Work flort. WSSecuity code is embedded in the SOAP
messages.

10
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c. Potential Gotchagq Higher Complexity- Message level coding adds an addiabtevel of
complexity that maye too sophisticated for the organizati@skill level.Security defects go up
as the complexity of theoftware increases. Complexity of testing also increases. This all adds
costs that must be weighed against benefitbe alternative is to push security to the transport
layer with deployment time work efforanly.

4. StatefulWeb Services

a. 2 Ké& AlQa cHigheizPddoimynie, Improvedfitiency - Situation may arise where
several decisions need to be made across mulligie calls to finalize aamswer from a service.

In that case,it may be easier to havéhe service hold the statenformation instead of
marshalling intermediate data back and forffhe retaining state problem was first seen in J2EE
between the Web browser client aritle server.

b. 1 246 A ( @&@rogratyiddic, Medium Work Efort. Addition of WSAddressing am WS
Resource coddo Web service reqeests so that the provider serviowill hold state related
information across several requests.

c. t 20 Sy iAl €SedigeREIKHIIQ Bow your requests are dependent on theliability of
the service providerThat isa risk that youmay not be able to controlAan ESB in coordination
with the ervice provider must be configured for failover where the alternate services have
access to the stateh less troublesome issue is additiopabviderresource consumption mostly
in the form ofmemory utilization. This could be a problem if there is a lot of demand for the
service.Additiomal service management is required in terms of the maximum resource pooling
and servicd S aS GAYSa GKI G LINEGmiSidIRs werededuhtaded (2 |
and resolved at the web client to J2EE server boundary via HTTP session and clustering features
first available in WAS V3.01.

5. Publish and 8bscribeCapacity

a. 2 Ke AlQa ¢ScHaditydeatyigformation once, distributetoo many ¢ The dpublish
and sibscribé  LJI s taSpderful paradigm, which has been extensivalgnsidered in
standards such as J2EE and in paisl such as WebSphere MessagekBr (ak.a., WMB) Both
J2EE anthe WMB have existed for many yearslany corporations need the ability to produce
apiece of information and distributé to many parties of interest. The important characteristic
is scalability, create once and distributéo manysubscribers

b. 1 26 A { QRrogiarBnyati, High Workfebrt ¢ TheWSNotification1.3 specification leves
used to implement publish and subscribe behavitiSb 2 § A FAOF A2y RS4ISY RaA
SIB(Servicdnterface Bus)

c. t 20 Sy iAl & SIBsdaDikt + Nd&many infrastructure teams have a lof experience
with the SIBcomponent of WAS
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Web Services 4021 Security
Broad infrastructure securitior WAS andVeb servicess likely to be assisted by external
components such AM (a.k.a., IBM Tivoli Access Managanyl a LDAP directory product
The best mechanism for authentication is to use LDAP tokens. Tokens attach to requests
and propagate (typically vertically) through components to minimize additional 4 ‘
authentication queries to the LDAP Server. This is the mostiwided approachweb &
senicessecurity specifically included in WAS V6.1 consists of:

1. WSEE Version 1-:Web service$or J2EE
2. WSSecurity 2004

WSEE 7 Web Services for J2EE

WSEE defines the required architecture Yeb servicedor the Java Enterprise Edition (J2EE) environment
The packaging, deploymenand programming model foweb servicesn a J2EE environmeate standardized
with WSEE WSEEompliant services are portable and interoperable across different application server
platforms.WebSphere Application Server Verst@i supports WSEE Version IThe compliance to WSEE is a
defined requirement in the J2EE 1.4 specificatiiithough WSEE does not restrict any implementation, it only
defines twomechanismdgo createWeb services

1. A gateless session EJB in an Edfainer
2. AlJdava class running in a Web container

There are threkey issues with WSEE:

1. Web servicegannot participate in global tansadion (2 Phase Commit) with just WSEE mechanisms
An existing transaction is suspended befor&Vab servicegort is accessedWSAtomicTransaction
must be enabled.

2. WSEE uses basgecurity mechanisns built into WebSphere. WSEE is not based on \88curity
specifications. WSEE largely depends on the J2EE specification:

a. Authentiation ¢ Basic (user/password) oymmetric HTTPS using digital certifications
b. Authorization- Secure the HTTP POST access eRPAXservice endpoints.
c. Integrity and Confidentiality The only alternative is to secure communications by using SSL.

3. Webservice A K 2{99 R2y Qi LINPOARS FT2NJ adrdS LISNBAZGS

How WSEE is implemented in WAS

There a@e two protocolsthat deliver Web servicewithin WAS- either SOAP over HTTP or SOAP JWS.
Shown in the figure below foBOAP over HTTPrexjuest in the client is ade to the Java Proxy that transforms

it to SOAP over HTTP request. On the server, the request is processed by the WebSphere SOAP éntfiee with
web container. The engine calls tfeva bean as a Servlet. If theeW/service is developed as an EJB, tingiree
directs it through a router componenEor the case of SOAP oulS,a JMS Sender is required on the sender
side. A EJB NDB istener is required on the server side.
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Application Server
WSDL Web EJB
J2EE Client JavaBean session
Web
- Service
Java Client
|
Router
Java Proxy Component
I ]
SOAP Client , Web Services Engine |
| 4 ] ]
HTTP Client SOAP HTTP Server

Figure 4 SOAP over HTTP

WS-Security

The figure belowshows low WSSecurity provides improved securityhen intermediariesare involved. In this
case HTTP&ansport may not protect information across the intermediatySSecurity should be used in the
following situations:

1. Multiple parts of amessage needad be secured differently.For example, a soap message has credit

card and debit card informatioand each part must be private different vendors. The point,io stop

020K FTNRY aSSAy3 {elchnedds sepanidd ineahsyofpavhidy.| (A 2 v

Intermediaries are used so security needs to be with the message, not just the pipes.

3. NonHTTP transport protocol is usedWSSecurity is transport protocol independent and works even
when protocols are switched.

N

Security Confext Securty Context
Web Service c Web Service
e Intermedia -
Client ., HTTFS okl HTTPS - Server

WS-Security Security Context

Figure 5 Web Service client to server security

WSSecurity can be applied at the message versus the transport é&v&@hown inFigure6. Authentication,
integrity and confidentiality can all be implemented at the message vitle transport level

Toronix Engineering Corporatigrwww.toronix.com
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Securing
Web Services

Transport-level security
Message-level security (TLS/SSL)
(WS-Security) encrypt the message siream

(HTTPS for HTTF)
Authentication Confidentiality Integrity
example: user message message
name/password encrypticn signature

Figure 6 Message (WSSecurity) versus Transport Layer Security

Figure7 shows the SOAP message structure includingW&Security relatecheader. This area will typically
include the tokens required to decrypt the data present in the SOAP body.

Figure 7 SOAP Messaging including WSServices

Integrity and Confidentiality

Integrity is provided by applying a digital signature to a SOAP message. Confidentiality is applied by SOAP
message encryption. IWAS wersion 6.1, multiple signatures and encryptions argported. Essentially WS
Security allows message encryptiand message signatures on various partsttod message usingiultiple
certificates and keys as shown in the figure below.
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